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Abstract1,2— This paper describes an approach to risk 
assessment and analysis suited to the early phase, concurrent 
design of a space mission.  The approach integrates an agile, 
multi-user risk collection tool, a more in-depth risk analysis 
tool, and repositories of risk information.   A JPL developed 
tool, named RAP, is used for collecting expert opinions 
about risk from designers involved in the concurrent design 
of a space mission.  Another in-house developed risk 
assessment tool, named DDP, is used for the analysis. 

The risk model in DDP is generated by integrating the 
information collected in RAP, other design information 
available from the design sessions, and possibly risk and 
failure information available from other libraries and 
databases.  The underlying software infrastructure for this 
transfer of information is based on translating the RAP data 
to XML, which in turn is interpreted by DDP and translated 
to DDP data.  The advantage of the integration is its 
combination of the strengths of the components, while 
avoiding the need to construct a single monolithic all-
encompassing tool and process. 

We briefly describe each of the RAP and DDP tools and 
demonstrate the integrated approach with an example 
generated from a study conducted at the Project Design 
Center (TeamX) at JPL.   
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1. BACKGROUND 

The Jet Propulsion Laboratory (JPL) employed the concept 
of concurrent engineering to create the Advanced Projects 
Design Team (Team X) in April 1995.  This team produces 
conceptual designs of space missions for the purpose of 
analyzing the feasibility of mission ideas proposed by its 
customers.  The customers often consist of principal 
investigators of design teams who aim to plan new mission 
proposals.  The study takes one to two weeks (usually 
involving 3 3-hour collaborative sessions) and the design is 
then documented in a 30 to 80-page report that includes 
equipment lists, mass and power budgets, system and 
subsystem descriptions, and a projected mission cost 
estimate.  The study is then reviewed and summarized and 
an abbreviated report is also produced.  There have been 
over 100  to date.  

The project design team consists of 20 engineers, each 
representing a different discipline, and a team leader.  The 
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exact team composition depends somewhat on the type of 
study but a typical discipline complement is shown in Table 
1.  The team leader coordinates and facilitates the mission 
design process and interacts with the customers to ensure 
that their objectives are properly captured and represented in 
the design.  Engineers are equipped with techniques and 
software packages used in their area of expertise and interact 
with the team leader and other engineers to study the 
feasibility of the proposal and produce the optimal design 
for their specific subsystem within their feasible region.  
Often, there are conflicting or competing objectives for 
various subsystems and many trade studies are conducted 
between subsystem experts in real time.  Computers used by 
various team members are networked and there are also 
large screens for the display of information.  Some of the 
communication between team members, however, happens 
in a face-to-face manner.  Subsystems that need to interact 
extensively are clustered in close proximity to facilitate the 
communication process between the experts.  Table one 
shoes a list of the various subsystem experts involved in 
TeamX.  

Systems ACS Instrument Mission Design 
Telecom Risk Software Programmatics 
Thermal Cost Structures Configuration 
C&DH EDL Propulsion Ground Systems 
Science Power Logistics Trajectory Vis 

 

Table 1: TeamX Disciplines 

The design process starts with the articulation of the 
customer requirements and overall concepts by the team 
leader and the Systems expert.  These engineers have met 
with the customer in a pre-session to discuss the study 
objective and define the required products.  The information 
provided by the customers usually includes the proposal 
team objectives, the science and technology goals, the 
mission concept, initial take on necessary payload and 
associated spacecraft and mission design, the task 
breakdown between providers of parts or functions, top 
challenges and concerns and approximate mission timeline.  
This information is often provided electronically in a format 
accessible to the designers and is partially presented by the 
customer representatives during the initial session.   

A mission is designed in an iterative manner.  In each 
iteration, the following events take place sometimes 
sequentially and other times in parallel.  The subsystem 
experts of Science, Instruments, Mission Design and Ground 
Systems collaboratively define the science data strategy for 
the mission in question.  The Telecom, Ground Systems, and 
Command and Data Handling (C&DH) experts develop the 
data return strategy.  Then, the Attitude Control Systems 
(ACS), Power, Propulsion, Thermal, and Structure experts 
iterate on the spacecraft design and the Configuration expert 
prepares the initial concept.  The Systems expert interacts 
with subsystems to ensure that the various subsystem 

designs fit into the intended system architecture.  Each 
subsystem expert publishes design and cost information and 
the Cost expert estimates the total cost for the mission.  
Often at this point, the team iterates on the requirements and 
each subsystem expert refines or modifies design choices.  
This process continues until an acceptable design is 
obtained.  This design is then documented and submitted to 
the customer. 

2. INTRODUCTION 

In this section, we provide a brief introduction to the Risk 
and Rationale Assessment Program (RAP) and Defect 
Detection and Prevention (DDP) risk assessment tools.  

2.1 Risk & Rationale Assessment Program (RAP) 

The RAP software tool is a distributed system that enables 
the communication between various designers using a 
Microsoft Excel interface.  Figure 1 shows a screenshot of 
the RAP user interface. Once the RAP tool is installed on 
the computer, it can be initiated by pressing the button “New 
RAP sheet” that appears on the Excel toolbar.  Then the user 
is given a menu of “studies”, “roles” and “user-names”.  
Once the user picks from that menu, the screen shown in 
Figure 1 appears.  In this screen, the study name is “Test” 
and the role “Risk”.  The user defines new risk elements by 
pressing on the “New Risk” button on the toolbar.  This 
initiates the “New Risk Element” box shown in Figure 1.  
The user then fills in the information about the risk and 
identifies the affected subsystems.  In order to assess the 
risk, the user clicks on the fever chart button that appears 
next to the risk element title on the table.  This is shown in 
Figure 2.  

The second table shown on the user interface includes the 
attributes of the “Informational Risks”.  These are the same 
risks that the user in question initiated and sent to other 
subsystems by indicating their roles as being affected by 
them.  The user can view the assessment of these risks by 
those subsystem experts and any information that they’ve 
included in their assessments by looking into the various 
attributes. 

The second fever chart button next to the “Mitigation” 
column collects information about possible mitigations and 
an assessment of the risk item in question after the 
mitigation has been applied.  The users can indicate a 
mitigation to be “applied” or “suggested”.  In cases where 
mitigation is suggested, but not applied, it doesn’t affect the 
residual risk of the item.  Pressing on the “details” button on 
the right hand side column can capture other kinds of 
descriptions and/or explanations about the item.   
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Figure 1 RAP screenshot showing the “New Risk Element” initiation process 

 

Figure 2 RAP screenshot showing the Risk Element scorinng process
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Figure 3 RAP Screenshot showing the “Details” for risk element “Risk 2”. 

 

Assumption
Assumption_ID

Study_ID
Description

Created

Objective
Objective_ID

Study_ID
Title

Description
Weight
Created

Parent_ID

Mitigationanalysis
Mitigation_ID

Factor_ID
Objective_ID

Likelihood
Impact

Description
Created

Mitigation
Mitigation_ID

Title
Description

Created

Riskelementroot
ElementRoot_ID

Person_ID
Study_ID

RiskElement
Element_ID

ElementRoot_ID
Title

Description
Keywords

RiskType_ID
Version

Riskfactor
Factor_ID

Element_ID
Role_ID

Likelihood
Impact

Description
Phase
Status

Created

Event
Event_ID
Study_ID

Title
Description

Occurs
Likelihood

Created

EventFactor
Event_ID
Factor_ID
Created

Timeline
Timeline_ID
Parent_ID
Study_ID

Title
Descriptoin

Start
End

Created

Study
Study_ID

Title
Description
Keywords
Created

RAP1.1 SCHEMA

 

Figure 4 The underlying software schema for RAP 
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The information is communicated through a centralized 
database.  Users click on the “Update Interface” button on 
the toolbar to send or receive information from the database. 
 In addition, users can specify the “Events” associated with 
the mission and correlate them with the risk elements.  The 
events are identified by clicking on the “Events’ button on 
the toolbar, and adding the event of interest.   Once an event 
is added, it appears on the event list.  The events can then be 
correlated with the risk elements, by clicking on the details 
button on the risk element row.   The details of risk element 
“Risk2” are shown in Figure 3.  In the bottom table on the 
pop up box, there is a screen with all the events listed on it.  
Users can pick any number of these events, and thus 
correlate them with the risks in question.   This feature 
facilitates the collection of expert opinions for the purpose 
of conducting Probabilistic Risk Assessment studies [3], [4].  

RAP also provides the users with the capability to view the 
global risk profile for the mission at any point during the 
design process.  By clicking on the “view chart” button on 
the toolbar, the user can access the fever chart.  By selecting 
the roles of interest, the user can see the risk elements 
associated with those roles on the fever chart.  Clicking on 
the subsystem acronyms on the chart then provides the user 
with the detailed information about the risk items associated 
with the subsystem.  

Finally, RAP has the capability of generating automated 
“Risk reports” based on information available on the 
spreadsheets. By clicking on the “Report” button on the 
toolbar, a report is generated in Microsoft Word.  This 
report includes the fever chart, a table with all the risks as 
assessed by various subsystem engineers and an appendix 
including all the details about each of the risk items.  

The underlying schema for RAP data is shown in Figure 4.  
This schema has been designed to be consistent with other 
risk analysis tools; these tools include system level modeling 
tools such as DDP (explained in the next section), and tools 
used for Probabilistic Risk Assessment (PRA), such as 
QRAS, Galileo ASSAP, CAFTA, or SAPHIRE [3], [4].  
Figure 4 shows the logical structure underlying the RAP 
tool, the elements of each of the entities included in the tool, 
and the dependencies between them.   

2.2 Defect Detection and Prevention 

“Defect Detection and Prevention” (DDP), is a simple risk 
model designed for application early in the lifecycle, when 
information is sparse yet the capability to influence the 
course of the development to follow is large.  Cornford 
originally conceived of DDP specifically to facilitate 
assurance planning [9]. The core idea of DDP is to relate 
three sets of information: 

•  “Objectives” (what you want to achieve). 

•  “Risk Elements” (what can get in the way of 
attaining those objectives). 

•  “Investments” (what you can choose to do to 
overcome the problems).1 

In DDP, relationships between these items are quantitative 
(e.g., how much a Risk Element, should it occur, detracts 
from an Objective’s attainment). Such a quantitative 
treatment is key to DDP’s realization of the vision of “risk 
as a resource”, as espoused in [11]. This is one of the key 
ways that DDP differs from many of the purely qualitative 
approaches (e.g., QFD [10]) usually employed early in the 
life cycle. 

Cornford’s initial experiments used Microsoft Excel® 
spreadsheets to manually explore the utility of the process. 
Positive results then led to development of custom software 
for the DDP process [1]. Supported by this software, DDP 
has been applied to assess the viability of, and planning for, 
the development of novel technologies and systems for use 
on space missions [6],[7]. 

The core steps of a DDP risk study are: 

1. Represent the success requirements of the 
spacecraft mission as DDP’s “Objectives”. User-
provided weightings indicate the relative 
importance of these. 

2. Represent the plethora of risks that could impede 
attaining those objectives as DDP’s “Risk 
Elements”.  These are captured in a tree format, 
which usually includes some Fault Tree elements 
and relations.  These risks are intended to be ‘full 
breadth’ and thus usually encompass a wide range 
of concerns: programmatic, technical, 
infrastructure, management and resources. 

3. Capture the extent to which each Risk Element, 
should it occur, would detract from attainment of 
each Objective. These become DDP’s quantitative 
“impact” links. Note that multiple Risk Elements, 
to varying degrees, can impact an Objective, and 
similarly a Risk Element can impact multiple 
Objectives. 

4. Represent the options for reducing risk, including 
preventative measures, development-time tests and 
analyses (which, by revealing the presence of 
problems, allow for their correction prior to flight), 
as DDP’s “Investments”. Each of these has 
associated resource costs (e.g., dollars, time, mass, 
power). Investments may include technology 
investments, design/architectural options, tests, 
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analyses, process controls, and operational 
solutions. 

5. Capture the extent to which each Investment, 
should it be applied, would reduce each Risk 
Element. These become DDP’s quantitative 
“effect” links. Note that multiple Investments, to 
varying degrees, can affect a Risk Element, and 
similarly an Investment can impact multiple Risk 
Elements. 

6. Select Investments that together cost-effectively 
reduce Risks (thereby leading to attainment of the 
Objectives). 

The DDP tool supports these steps. Its GUIs help users to 
enter, organize and edit the various kinds of information 
(Objectives, Effects, etc.). Quantitative calculations are 
performed automatically. For example, the magnitude of a 
Risk Element is computed as the product of its likelihood of 
occurrence (taking into account the reducing effects of 
investments) and its impact (sum of its impacts on the 
individual objectives). The overall purpose of DDP is to 
allow users to understand the often-complex 
interrelationships between Risks, Objectives and 
Investments, so as to guide their judicious selection of 
Investments. Further, it provides an optimization scheme 
that determines the optimal combination of Investments to 
employ for attaining a balance of risk and cost based on the 
preferences and constraints established by the decision 
maker. 

 
Fundamental 
Requirements 

Risks 

Design 
Investment 

Objectives/ 
Requirements 

Induced 
Risks 

Derived 
Objectives 

Figure 5 Requirements Flow Down and Ripple Effects of Option . 
 

Mission design using DDP is in fact an interactive process, 
sketched in Figure 5.  Fundamental requirements are the 
starting point.  The objectives of the project and lower level 
requirements are derived from these fundamental 
requirements.  The events that can lead to the non-
fulfillment of the objectives or the risk elements are then 
identified.  Design choices are made to reduce the identified 
risks.  These design choices, in turn, may introduce new 

risks and/or derived objectives.  Therefore the mission 
design process is more cyclic than hierarchical and it takes a 
few cycles to refine the initial design and produce an 
acceptable design.  The mission design process is dynamic 
in nature, and the flexibility of DDP is critical to easily 
capturing these refinements and modifications as the design 
matures.   

In particular, one of the most powerful aspects of the DDP 
process is the explicit inclusion of the investments that can 
be used to reduce the likelihood and/or impact of the various 
risk elements.  The users can now explicitly examine the 
planned activities to ensure they are focused on the right 
elements of the design and explore various combinations of 
activities to mitigate the risks.  Each of these investments 
has resource costs (e.g., mass, cost, power) associated with 
them and the tool provides a running total of the resources 
allocated to various investments.  The DDP tool has been 
used as a front-end to provide quick, near real-time 
identification of prioritized risk elements  as well as the 
most promising investments.   

3. INTEGRATED APPROACH 

Risk assessment during the conceptual design phase of space 
missions is extremely important as it gives us insight for 
refining the design accordingly.  Each of the tools and 
techniques available for risk assessment address a different 
part of the problem and can give us a different type of 
insight.   In order to explore the problem from different 
perspectives and get a well rounded perspective, it’s 
important to use different tools and techniques.  

Using the data collected in RAP, we can generate risk 
profiles to supplement the study reports.  However, RAP has 
only a very basic analysis capability (scoring likelihoods and 
impacts on a 5x5 matrix [12],[13]).  It merely serves as a 
vehicle for collecting expert opinions and facilitating risk 
communication during the design sessions.   Nevertheless, 
the data collected through RAP can be used to generate risk 
models using other types of tools.   

In particular, the information generated in RAP can be input 
to DDP for further investigation.  Note that the RAP schema 
includes risk elements, which are connected to Objectives 
and Mitigations.  This corresponds with the DDP ontology.  
Automatic import of the RAP data to DDP is achieved by 
converting the RAP data to XML format and transfer into 
DDP.   Figure 6 shows a screenshot of the DDP model 
generated using information that was collected in RAP.  

The DDP model, in turn, is a stepping stone to more detailed 
risk modeling using other Probabilistic Risk Assessment 
tools and approaches.  DDP has the capability of doing some 
preliminary reliability analysis.  The “risk tree” in the DDP 
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model may include “And” and “Or” gates and is solved as a 
static fault tree.  DDP allows us to view the system from a 
broad, systems perspective and identify the vulnerable parts 
of the system.  Once the vulnerable parts have been 
identified, we conduct Probability Risk Assessment to 
analyze them further.   

Probabilistic Risk Assessment is a scenario based 
methodology.  Scenarios are strings of events that begin with 
an initiator and lead to some sort of a conclusion, or end 
state.   In between the initiator and end state are pivotal 
events in the scenario.  Pivotal events may either be 
protective, mitigative, aggravative, or benign.  Scenarios can 
be modeled in many different fashions, but are most 
commonly modeled through the use of fault trees and event 
trees. The best way to describe the difference between event 
trees and fault trees is that event trees show the logical 
progression of events, while fault trees are snapshots in time, 
and are used to model events in the event tree.   
 
Event trees are said to be based on inductive, or forward, 
logic; i.e., the forward thinking represents the possible 
conditional events in the scenario based on the preceding 
event, or the possible events that can occur given an 
initiator.  Fault trees are said to be deductive in nature, i.e., 
they are used to identify all of the possible failure causes of 
an event from a top down approach.  There is no one single 
way to develop a PRA model and the trade off is that the 
larger the event tree, the smaller the fault trees, and vice 
versa.  The use of event trees and fault trees and their sizes 
is up to the analyst, but their sizes are typically decided 
based upon the PRA methodology used (large event tree 
versus small event tree), and to facilitate defining a complex 
world with competing risks into a model with binary 
decision points. 

4. CONCLUSIONS & FUTURE 

DIRECTIONS 

We recently conducted a case study in risk modeling using 
information generated in TeamX, through RAP.  This 
information was transferred to DDP, and using DDP we 
identified the vulnerabilities of the system.  Further, we 
conducted a detailed analysis of the vulnerable parts of the 
system using the Galileo Dynamic Fault tree solution tool.  
In addition, we are in the process of building QRAS models, 
which include event sequence diagrams.  We are currently in 
the process of finalizing and synthesizing the results of this 
study. 
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Figure 6: Screenshot of DDP model generated using data collected through RAP 


